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Answer: A,C
Explanation:
Three Ways to Secure the Control Plane
+ Control plane policing (CoPP): You can configure this as a
filter for any traffic destined to an IP address on the router
itself.

+ Control plane protection (CPPr): This allows for a more
detailed classification of traffic (more than CoPP) that is
going to use the CPU for handling.
+ Routing protocol authentication
For example, you could decide and configure the router to
believe that SSH is acceptable at 100 packets per second,
syslog is acceptable at 200 packets per second, and so on.
Traffic that exceeds the thresholds can be safely dropped if it
is not from one of your specific management stations.
You can specify all those details in the policy.
You learn more about control plane security in Chapter 13,
"Securing Routing Protocols and the Control Plane."
Selective Packet Discard (SPD) provides the ability to Although
not necessarily a security feature, prioritize certain types of
packets (for example, routing protocol packets and Layer 2
keepalive messages, route processor [RP]). SPD provides
priority of critical control plane traffic which are received
by the over traffic that is less important or, worse yet, is
being sent maliciously to starve the CPU of resources required
for the RP.
Source: Cisco Official Certification Guide, Table 10-3 Three
Ways to Secure the Control Plane , p.269

NEW QUESTION: 2
An end user reports a computer has been acting slower than
normal for a few weeks. During an investigation, an analyst
determines the system is sending the user's email address and a
ten-digit number to an IP address once a day. The only recent
log entry regarding the user's computer is the following:
Which of the following is the MOST likely cause of the issue?
A. The end user purchased and installed a PUP from a web
browser
B. Ransomware is communicating with a command-and-control
server.
C. A bot on the computer is brute forcing passwords against a
website
D. A hacker is attempting to exfiltrate sensitive data
Answer: A

NEW QUESTION: 3
Which one of the following can help determine the level of
impact of a problem?
A. Statement of requirements (SOR)
B. Standard operating procedures (SOP)
C. Definitive media library (DML)
D. Configuration management system (CMS)
Answer: D

NEW QUESTION: 4
What are the benefits for an organization utilizing
dynamicinfrastructure for running itsworkloads?
A. By leveraging pooled IT resources, dynamic infrastructure
provides flexible IT capacity which better aligns the
allocation of IT resources to business process needs of the
organization
B. Dynamic infrastructure is essential for the implementation
of application service catalogs which reduces the time to
market of such applications and increases the organization's
business revenue.
C. Dynamic infrastructure provides the means to achieve elastic
scalability which ensures that organizations keep constant and
predictable costs for the IT resources utilization.
D. Organizations no longer need their own data centers which
reduces the cost of their own IT expenditure.
Answer: A
Explanation:
Reference:
http://en.wikipedia.org/wiki/Dynamic_infrastructure
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