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NEW QUESTION: 1
Which answer BEST describes a secure cryptoprocessor that can
be used to store cryptographic keys, passwords or certificates
in a component located on the motherboard of a computer?
A. Enigma Machine
B. TPM - Trusted Procedure Module
C. TPM - Trusted Platform Module
D. Smart Card
Answer: C
Explanation:
The Trusted Platform Module (TPM) is an international standard
for a secure cryptoprocessor. The TPM technical specification
was written by a computer industry consortium called the
Trusted Computing Group (TCG). The International Organization
for Standardization (ISO) and the International

Electrotechnical Commission (IEC) standardized the
specification as ISO/IEC 11889 in 2009.
A TPM is a specialized chip that can be installed on the
motherboard of a computer and is used for hardware
authentication. The TPM authenticates the computer in question
rather than the user. TPM uses the boot sequence of the
computer to determine the trusted status of a platform. The TPM
places the cryptographic processes at the hardware level. If
someone removes the drives and attempts to boot the hard drive
from another computer, the hard drive will fail and deny all
access. This provides a greater level of security than a
software encryption option that may have only been used to
encrypt a few folders on the hard drive. TPM was designed as an
inexpensive way to securely report the environment that booted
and to identify the system.
The following answers are incorrect:
-TPM - Trusted Procedure Module: Almost, TPM is right but it's
Trusted Platform Module, not Procedure. Read the questions
carefully to avoid mistakes like this.
-Smart Card: Sorry, smart cards do not have cryptoprocessors.
-Enigma Machine: This is a great answer but it is incorrect
because the Enigma Machine is an in invention by the German
Engineer Arthur Scherbius at the end of WWI. The Enigma was
used by the Germans to encrypt Military communications
throughout WWII and remained classified well into the 1970s.
The following reference(s) was used to create this question:
http://en.wikipedia.org/wiki/Trusted_Platform_Module and Gregg,
Michael; Haines, Billy (2012-02-16). CASP: CompTIA Advanced
Security Practitioner Study Guide Authorized Courseware: Exam
CAS-001 (p. 205). Wiley. Kindle Edition.
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A. Situational interest
B. Exclusion from a list
C. Course surveys
D. Teach back
E. Scenario-based learning
Answer: D,E

NEW QUESTION: 3
An organization wants to remediate vulnerabilities associated
with its web servers. An initial vulnerability scan has been
performed, and analysts are reviewing the results. Before
starting any remediation, the analysts want to remove false
positives to avoid spending time on issues that are not actual

vulnerabilities. Which of the following would be an indicator
of a likely false positive?
A. 'HTTPS' entries indicate the web page is encrypted securely.
B. Any items labeled 'low' are considered informational only.
C. The scan result version is different from the automated
asset inventory.
D. Reports show the scanner compliance plug-in is out-of-date.
Answer: B

NEW QUESTION: 4
A. Option D
B. Option B
C. Option C
D. Option A
Answer: D
Explanation:
Using the DBCA to Create a Database (continued)
3.Database Identification: Enter the Global Database Name in
The form database_name.domain_name, and the system identifier
(SID). The SID defaults lo the database name and uniquely
identifies the instance associated with the database.
4.Management Options: Use this page to set up your database so
that it can be managed with Oracle Enterprise Manager. Select
the default: "Configure the Database with Enterprise Manager."
Optionally, this page allows you to configure alert
notifications and daily disk backup area settings.
Note: Yon must configure the listener before you can configure
Enterprise Manager (as shown earlier).
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