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NEW QUESTI ON: 1

Which of the following is a type of security managenent for
conputers and networks in order to identify security breaches?
A. EAP

B. 1DS

C. IPS

D. ASA

Answer: B

Expl anat i on:

Intrusion detection (ID) is a type of security nmanagenent
system for conputers and networks. An |ID system gathers and
anal yzes information fromvarious areas within a conputer or a
network to identify possible security breaches, which include
both intrusions (attacks from outside the organization) and

m suse (attacks fromw thin the organization). 1D uses

vul nerability assessnent (sonetines referred to as scanni ng),
which is a technol ogy devel oped to assess the security of a
conputer system or network. Intrusion detection functions

i ncl ude the follow ng: Mnitoring and anal yzi ng both user and



system activities Anal yzi ng system confi gurations and

vul nerabilities Assessing systemand file integrity Ability to
recogni ze patterns typical of attacks Anal ysis of abnor mal
activity patterns Tracking user policy violations Answer option
Bis incorrect. An intrusion prevention system (IPS) is a
network security device that nonitors network and/ or system
activities for malicious or unwanted behavi or and can react, in
real -time, to block or prevent those activities. Wen an attack
Is detected, the IPS can drop the offending packets while still
allowng all other traffic to pass. Answer option Dis

i ncorrect. Adaptive Security Appliance (ASA) is a new
generation of network security hardware of C sco. ASA hardware
acts as a firewall, in other security roles, and in a

conbi nation of roles. The G sco ASA includes the foll ow ng
conponents: Anti-x: Anti-x includes whole class of security
tools such as Anti-virus, Anti-spyware, Anti-spam etc.

I ntrusion Detection and Prevention: Intrusion Detection and
Prevention includes tools such as Intrusion Detection Systens
(IDS) and Intrusion Prevention Systens (IPS) for sophisticated
ki nds of attacks. Note: Earlier Csco sold firewalls with the
proprietary nane PIX firewall. ASA is the new edition of
security solutions by C sco. Answer option Ais incorrect.

Ext ensi bl e Aut hentication Protocol, or EAP, is a universal

aut hentication framework frequently used in wrel ess networks
and Poi nt-to-Point connections. It is defined in RFC 3748,

whi ch has been updated by RFC 5247. Although the EAP protocol
is not limted to wireless LANs and can be used for wired LAN
authentication, it is nostoften used in wireless LANs. The WPA
and WPA2 standard has officially adopted five EAP types as its
of ficial authentication nmechanism EAP is an authentication
framework, not a specific authentication nechanism The EAP
provi des sonme common functions and a negotiation of the desired
aut henti cati on nmechani sm
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NEW QUESTI ON: 3

Wien is a broker allowed to assune a deal is closed:
A. When both back offices acknow edge the deal.

B. When one of the principals confirns the deal.

C. Wien the principals give a witten undertaking for all deals
done at the end of the day.

D. When an acknow edgenent is received fromthe principal that
the deal is done.

Answer: D

NEW QUESTI ON: 4

A. Option B

B. Option D

C. Option A

D. Option C

Answer: A

Expl anat i on:

4 is the default number of routes that OSPF wll include in

routing table if nore than 4 equal cost routes exist for the
sanme subnet. However, OSPF can include up to 16 equal cost
routes in the routing table and perform | oad bal anci ng anongst
them In order to configure this feature, you need to use the
OSPF subcommandmexi num pat hs, i.e. nmaxi rum paths 16.
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