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NEW QUESTI ON: 2

A penetration tester is inspecting traffic on a new nobile
banki ng application and sends the follow ng web request:

POST http://ww. exanpl e. cont resour ces/ NewBankAccount HTTP/ 1.1
Content-type: application/json

{

"account":

"creditAccount":"Credit Card Rewards account"}
"sal esLeadRef ": "www. exanpl e. com badcont ent/ expl oi t ne. exe"}

‘cust oner”

{

{

]

[ o

{ "name":"Joe Ctizen"}
{ "custRef":"3153151"}
]

}



The banki ng website responds with:
HTTP/ 1.1 200 K

"newAccount Det ai | s":

{ "cardNunber": "1234123412341234"}
{ "cardExpiry":"2020-12-31"}

{ "cardCW": "909"}

],

"narketlnngokleTracker : " JSESSI ONI D=000000001"
'ret urnCode": "Account added successfully”

Which of the following are security weaknesses in this exanple?
(Select ™) .

Vul nerable to SQ. injection

Vul nerabl e to XSS

M ssing input validation on sone fields

JSOV REST is not as secure as XM

Vul nerable to nmalware file uploads

Sensitive details comrunicated in clear-text

Ansmer CF

Expl anat i on:

The Sal esLeadRef field has no input validation. The penetration
tester should not be able to enter

"www. exanpl e. com’ badcontent/ expl oitne.exe" in this field.

The credit card nunbers are comrunicated in clear text which
makes it vulnerable to an attacker. This kind of information
shoul d be encrypted.

I ncorrect Answers:

B: There is nothing to suggest the systemis vulnerable to SQ
I nj ection.

D: There is nothing to suggest the systemis vul nerable to XSS
(cross site scripting).

E: Although the tester was able to post a URL to nalicious
software, it does not nean the systemis vul nerable to nal ware
file upl oads.

F: JSOVREST is no |l ess secure than XM.

mmoo o>

NEW QUESTI ON: 3

A. Option D
B. Option C
C. Option B
D. Option A
Answer: B
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